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c) Summary 

 
This dissertation examines the problems of evaluating integrated and non-integrated 

management systems in the context of corporate business processes for information and cyber 

security, business continuity, sustainability and risk management. Based on a literature review, 

the author evaluated the current trends and known findings in this research field and conducted 

his own empirical studies over the last five years. The focus of these studies was on several 

areas that are closely related to the research topic. One aspect is the performance of the 

organization, including measuring criteria of established business processes and measured 

methods for multidimensional approaches, which also include the strengthening of the 

dimensions of information and cyber security, business continuity and sustainability required 

by the EU. Other aspects are their link with risk management and the success factors of 

management systems. The risk management concepts offer practical solutions for company-

wide management systems and their measurement. 

Another focus is the importance and linking of strategic and technological criteria for 

strengthening management systems and their top management. In this dissertation, the author 

places particular emphasis on problems in this research area that he has identified during many 

audits of established management systems that he has conducted and the evaluation of the 

solutions used.  

With developing a model for evaluating integrated and non-integrated management 

systems, considering the given context criteria, the focus was on the applicability of the results 

for strategic, organizational and technological use and their dependencies. The model includes 

the use of an adapted failure mode and effects analysis with an extended and agile methodology 

linked to a strategic mapping process and the Plan-Do-Check-Act cycle of management 

systems. Furthermore, it represents an approach for scientists, consultants and practitioners to 

further deepen, review and test the existing understanding and experience of related topics in 

an aim-oriented manner. 
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The aim of this work was to develop an adapted information model of risks and 

opportunities that combines the business processes, information objects, supporting assets, 

threats) for cluster analysis, which demonstrates the integrated approach of organizations to risk 

assessment with multiple criteria in the areas of energy supply and generation companies and 

information and telecommunications companies. This model can be applied both to different 

management systems and to achieve an increase in the efficiency of the risk management 

process (RMP). 

The author based his work on various research methods, the first methodology involving 

a literature review in the relevant areas. From the identification of the current state of knowledge 

and existing research gaps, the author derived problems, existing approaches and solutions. The 

author of this work has also carried out personal scientific studies to identify important aspects 

for this work, which are also based on the knowledge and insights gained in years of practical 

experience. In this context, the first step was to analyse the current approaches to global risks 

in information security in the context of business continuity management, the continuous 

improvement of information security and the definition of an information security management 

system in the context of business continuity management. The author is intensively involved in 

the implementation, development and evaluation of integrated and non-integrated management 

systems with various companies in critical and non-critical sectors. He is very interested in 

gaining knowledge because it is primarily about continuously improving existing knowledge 

for practice and for the scientific community. With this research, the author intends to solve an 

important aspect of his daily work, namely the assessment of risks and their impact and the 

maturity level of integrated and non-integrated management systems used by organizations and 

their business processes worldwide. 

A special focus was placed on and analysed the current approaches to global risks in 

information security in the context of business continuity management, the continuous 

improvement of information security and the definition of an information security management 

system in the context of business continuity management. This means defining, evaluating and 

achieving corporate goals that do not only meet the traditional goals. However, the financial 

value, which in the past was considered the most important aspect of organizations, must not 

be lost sight of, because this must also be achieved and reported to management. New insights 

are also being gained in this area in connection with sustainability. 

A sustainable business process in the context of information security, cybersecurity and 

business continuity is not only a process based on an input of financial value, but also generates 

outputs in various other aspects. Some of these security aspects are part of establishing 
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measures in the sustainability concept, e.g. better results in terms of the ecological and social 

perspective. 

Depending on the business area in the various sectors (energy, health, etc.), other 

elements may also be required for a performance assessment. For example, not only the creation 

of general and specific knowledge is required, but also the sharing of knowledge and knowledge 

transfer for the organizational culture. This is also part of the company's image to face up to 

society and its responsibilities internally and externally and to assume corporate social 

responsibility. 

It is recognized that the assessment of risks and associated opportunities as a decision is 

partly carried out under uncertainty. In addition, the following text brings together the recent 

discussion on the extension of the existing risk management process (RMP) within BCM due 

to the epidemic/pandemic risk threat to the information security of critical infrastructure, 

managed utilities and telecommunications services and examines its impact on crisis 

management (CM) measures. 

In addition, there are different perspectives on the importance of business processes and 

the information objects to be protected and the risks to be addressed that affect the supported 

asset. The performance, which depends on the stakeholders and various aspects (organizational, 

technical, technological, personnel, etc.), must also be taken into account when evaluating the 

performance of any management system. A performance evaluation of management systems is 

necessary because every system requires a continuous improvement process. This makes it 

possible to gain maturity over time. To achieve this initial goal, the methodology shown below 

was used in this work. 

In the first part of this work, a literature review was conducted to examine the current 

scientific data in the field of performance assessment of management systems and business 

processes and risk management. 

Chapter one deals with the literature review in this field to analyse current approaches 

related to global information security risks in the context of business continuity management, 

continuous improvement of information security and the definition of an information security 

management system in the context of business continuity management. 

It begins by discussing the history, definition and current scientific status of information 

security in the context of global risks and business continuity and risk management. 

The author identified various characteristics of organizations and roles, e.g. the need to 

operate in a changing environment or Scope of Applicability (SoA) with the need to adapt to 

these changing circumstances. This also includes the distributed digital activities ranging from 
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local, regional management and knowledge to global interaction and the global integration of 

security business and culture processes. 

Risk management for the classic protection goals is described, which is an iterative 

process for listing, evaluating and treating risks. By identifying the causes of failure and 

quantifying the probability of occurrence, it is possible to determine risk priority numbers using 

a failure mode and effects analysis (FMEA) (ISO/IEC 31000) and the risk matrix. 

By identifying the causes of failure and quantifying the probability of occurrence, it is 

possible to determine risk priority numbers using a failure mode and effects analysis (FMEA) 

(ISO/IEC 31000) and the risk matrix. In addition, the application of the BIA/RIA process is 

also taken up in order to identify safety-relevant information from authorities and associations, 

warnings and safety incidents that influence the results of risk treatment. BCM is a holistic 

management process that enables companies to deliver critical services and/or products at an 

acceptable, predefined level after an incident in order to minimize the damage. Related BC 

strategies are included in the analysis to determine an acceptable minimum level and a 

sustainable level of operation. 

In the second study, performance evaluation is explained in more detail, as it plays an 

important role for organizations. The basic definition here means that the performance of an 

organization is measured by the ability to complete all the tasks required to achieve its 

organizational and financial goals. Both internal and external influencing factors must be taken 

into account when evaluating performance. Process orientation is a mandatory aspect of BPM. 

The ability to change as quickly as necessary is a basic requirement of today's companies and 

therefore an important aspect within an evaluation process of a management system for 

performance measurement, which is explained in more detail. 

In the third analysis, agile methods are taken up, as they have gained popularity in recent 

years, with a focus on flexibility and adaptability in project management, such as SCRUM. This 

is also taken up in the analysis, because in today's dynamic business environment, agility and 

appropriate responsiveness are of great importance. 

In Chapter 2, aspects of risk management were examined as an essential part of an 

organization to be prepared for visible and invisible events within digitalization. In the current 

digital business landscape, characterized by a very VUCA environment, companies are facing 

unprecedented challenges that require a new approach to organizational structure and 

leadership. 

In addition to classic risk management, which is based on the fundamentals of risk 

management and risk management methodology (e.g., incorporating the approaches of risk 

identification, risk measurement, risk monitoring, risk mitigation, etc.), a discussion of 
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traditional risk management according to COSO ERM, ISO 31000 and ISO/IEC27001 is 

conducted to provide a basis for a better understanding of the framework. 

This study highlights the importance of considering risk factors, computing power and 

multi-criteria decision-making processes to improve overall performance and results in the 

context of risk management. Through further analysis, the importance of measuring the 

effectiveness and efficiency of risk management practices is highlighted, especially in relation 

to Key Performance Indicators (KPIs). By using frameworks, methods and tools such as RMI, 

internal control mechanisms, companies can improve their risk management strategies and 

achieve better results in different sectors. This also means that assessing the maturity of risk 

management is an important method to improve risk management and adapt it to the strategic 

and operational objectives of the company. 

In the literature review of chapter 3, the relationship between business processes and the 

influence of information security and business continuity requirements (e.g. based on the Plan-

Do-Check-Act cycle) is highlighted by the author, because this is an essential aspect of 

organizational management. Therefore, the most relevant management systems are listed and 

the high-level structure is examined in more detail in order to identify the organizational trends, 

analyse them in more detail and show the difference to a Harmonized Structure. This involves 

a thorough examination of the MS in its entirety and in all its aspects at the respective company 

locations. 

In order for management systems to develop their full effect and lead to the desired 

results, the interaction of various success factors is crucial, which are specified in the following 

study. In addition to structural and procedural aspects, the factors of leadership and commitment 

to employees and the organizational culture play an important role. The aspects with the factors 

such as transparency, trust and a culture of continuous improvement are important keywords 

here and form the basis for a functioning management system. Depending on the protection 

requirements implemented, these can be divided into independent, classified measures, groups 

or maturity levels according to Capability Maturity Model Integration (CMMI). The author 

therefore suggests analysing the CMMI principle and the application for recording and 

measuring CMS system maturity. 

The third analysis specifies that efficient and reliable business processes (BP) are 

essential in relation to the information to be protected (Information Objects – IO) and their 

information and communication technology (ICT)-supported systems/services (Supporting 

Assets – SA). Only in this way can the company's complex operational challenges be overcome. 

This also includes certification according to the internationally recognized standard for 



13 

 

 

information security management systems according to ISO/IEC 27001 in all industries with 

critical and non-critical infrastructure. 

The part II of this paper is the personal contribution of the author of this paper to the 

field of study. It contains empirical studies that extend the results of other studies mentioned in 

part I to derive an evaluation model. 

In Chapter 4, the author analysed the relationship between business processes and the 

intellectual knowledge level in the context of the processes to be secured and the associated 

maturity level of the company's performance to be secured, in order to demonstrate the 

importance of integrating security requirements for the impact of performance. The aim of the 

research was to identify possible relationships between defined goals, their nature and the 

reported organizational performance. 

The first study focused on the performance measurement of several external audits in 

four organizations that provide IT managed services to their customers. The authors checked 

the level of compliance with the service management system described in the ISO/IEC 20000-

1 requirements standard. The focus is on the integration of security requirements based on a 

risk analysis into the IT services provided. Shifting the focus to meeting the key performance 

indicators from the service level agreements can help IT service providers, among other things, 

to avoid security incidents, but it can jeopardize contractual obligations with customers. 

When adjusting the security level and measures for the IT services provided, specific 

aspects should be taken into account, such as critical assets and services that need to be secured. 

The authors of this study conclude that there is a clear connection between information security 

and service management. It is also emphasized that the two concepts can be successfully 

integrated. If implemented well, information security has a positive effect on service 

management. In addition, it was recognized that the introduction of an integrated information 

security management system can help the IT service provider to address the specific security 

measures in much more detail. This confirms the approach to an integrated management system. 

In the further analysis, the topics of researching the dependencies of information 

security management in relation to business continuity and characterizing the impact on the 

business in the context of the global crisis were taken up. It is specified that the ISMS can 

achieve many protection goals that ensure information integrity within an organization. In 

addition, business continuity, together with the associated additions to controls and control 

objectives, can be well mapped in a general management framework. Additions must be taken 

into account that address specific topics such as policy, organization, personnel, inventory, IT 

operations and IT communication as well as business continuity management from an ISMS 

perspective. If an ISO 27001-compliant system already exists, it can build on its results and the 
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expansion towards BCM creates added value for the organization. This means that essential 

management procedures are tried and tested. 

It is confirmed that the security threats from cyber-attacks in intelligent automation and 

digitalization structures are increasing and the likelihood of serious disruptions such as 

epidemics / pandemics is increasing. Therefore, continuous development of information 

security management and information security risks during digital transformation is necessary. 

Only in this way can the occurrence of global serious influences be identified more efficiently 

and associated disruptions in business process and business continuity management be 

minimized. 

The third research analysed the strategic potential for managing an independent maturity 

model in connection with the digitalization of processes while complying with the protection 

goals for information security and data protection. In this context, a conceptual approach for 

the multi-stage digitalization stages was developed to show that the creation of modelled 

processes is an important step in the automation of standard processes. This extension shows 

the direction of an agile information and cybersecurity organization and creates added value for 

the organizations.  

This creates the opportunity to try out and test the essential business processes. By 

comparing with the SCRUM-specific elements, focused and secure operations for information 

and cyber security requirements are established. The risk management process is no longer 

based on a one-time risk assessment and static threat catalogues, but the organizational and 

technical processes adapt to the security requirements and continuously evolve. Consequently, 

risk assessment assessments are derived in a more agile manner and implemented in a 

sufficiently detailed and agile manner. Therefore, company-wide efforts must be made to 

protect critical data, IT networks, applications (software) and associated systems as part of the 

integrated management system. 

The proposed model was evaluated using a case study approach within the consultancy. 

It can be concluded that the proposed model can be practically used for an assessment of the 

risk management of companies. 

The conclusion of the last part of the fourth chapter showed that modern management 

approaches such as agile principles of the value-added industry are beneficial for the efficiency 

and effectiveness of organizations. This underlines the importance of rapid adaptation in a 

rapidly changing market and the importance of these operational principles and tactics as 

influencing factors for performance. 

Chapter 5 deals with research in the field of information security management systems 

and the influence on the performance of business processes through associated frameworks in 
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order to enable classified measures and to identify the critical success factors in the context of 

sustainability and managed services. 

For the area of ICT-supported processes, the ISO/IEC 27005-based requirements are 

used to assess the need for protection for the supporting assets. A need for protection is an 

inheritable asset of the information objects to be protected that are used for transactions and 

related business processes. Information objects are assigned to places of use and service 

providers. Threat catalogues are created based on the damage potential of the processed 

information. The protection requirement is calculated according to the maximum principle. For 

this purpose, an organizational, process-oriented and legal framework was analysed that defines 

the management of information security and data protection in the context of digitalization and 

at the same time meets the various protection goals. 

In the second part of the research, it was shown that by considering the protection goals, 

it is possible to implement an agile method and develop an adapted risk matrix based on the 

Failure Mode Effect Analysis (FMEA). As a result, the organizational requirements of the 

ISMS could be examined within the framework of an organizational and process-oriented 

framework. 

In addition, it was confirmed that the ISMS plays a central role for critical and non-

critical infrastructures. As part of the analysis, it was found that the ISMS can be expanded by 

integrating information security management processes. As a result, measures could be 

classified, combined and improved, which ultimately affects the level of maturity. 

By adapting the process and specifying a specific cyber risk register, it was shown that 

proactive management of cyber security risks is possible. This leads to improved 

implementation of management activities, which increases the efficiency of the risk 

management process (RMP). 

In this context, a process interaction model was developed that can be used as an 

industry-independent maturity model for assessing business processes for the actors. The model 

contains several dimensions that operationalize the processes within the process level through 

the assessed risk criteria for quality, data security and data protection and provide the 

corresponding process transparency for all those involved. 

The third part of the research deals with the dependencies of the existing management 

requirements and information objects to be protected in the organizations, which are specified 

by the protection objectives. The associated information security processes must be clearly 

defined so that they can be divided or categorized into strategic and operational information 

security in the areas of responsibility of those responsible in the security organization. 
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The process-oriented categories are individual disciplines that are set up and categorized 

in a goal-oriented manner in order to manage them effectively, efficiently and sustainably. This 

requires the adaptation of management activities, which leads to secure and sustainable 

measures through the categorization of information and group-specific consolidation and 

prioritization. Increasing the efficiency of the risk management process (RMP) is not only 

possible but is foreseeable through group-related consolidation and the prioritization of 

measures. 

Chapter 6 deals with the development of measurement models and assessment of 

integrated and non-integrated management systems in different sectors. This was done as a 

result of studies carried out within the framework of the doctoral program. This was achieved 

by supplementing the results of the studies mentioned in the previous chapters with additional 

personal research results and then working out possible solutions to the problems discovered. 

The author is personally involved in a number of management system audits of 

integrated and non-integrated management systems in different sectors and therefore has 

valuable data that can be used to deepen this topic. The results of the quantitative analysis 

showed that in certain areas there are more non-conformities and recommendations with the 

requirements for management systems than in others. 

The first research part highlights the problems in the implementation and application of 

information security management systems based on the author's professional experience in 

consulting and auditing management systems. It begins with the presentation of studies that 

include important dependencies and reasons and focus on key criteria in critical and non-critical 

infrastructures for this research. This is based on an empirical analysis resulting from the results 

of external audits carried out by the N3I auditor (neutral, independent, impartial, integrity) and 

the resulting audit findings. 

The audits carried out demonstrate the targeted conformity checks of organizational, 

technical, personnel and physical measures. The certification process carried out by the auditor 

or team of auditors is documented in accordance with the normative requirements. If there are 

deviations from the standard conformity, this is specified and verifiably recorded as a finding. 

The aim of these recommendations is to optimize the efficiency, effectiveness and conformity 

of the management system with the relevant standards and best practices. 

In addition, the current EU requirements for the new EU directives on measures for a 

high common level of cybersecurity are addressed and explained in more detail. The strategic 

potential for sustainable compliance management of legal and regulatory requirements for a 

fulfilling requirement and risk culture of critical and non-critical services is also discussed. 
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In the third part, the author develops an evaluation and classification system based on 

failure mode and effects analysis to evaluate the performance of management systems in the 

context of information security and business continuity management and verifies it for practical 

use. 

In summary, the research work contained in this dissertation highlights the following 

fundamental points: 

• Complexity of performance evaluation: The performance evaluation of management 

systems is a challenge for both practice and research. This is mainly due to an 

inconsistent understanding of the concept of performance and a lack of standardized 

methods. 

• Multidimensional understanding of performance: The performance of organizations is 

often reduced to financial indicators. The dissertation advocates a more comprehensive 

understanding of performance that includes other dimensions such as operational 

excellence, process efficiency and effectiveness. 

• Diverse evaluation methods: Various models and methods for multidimensional 

performance evaluation exist. A promising approach is the combination of the FMEA 

methodology with agile processes such as SCRUM. SCRUM was originally developed 

for software development but can be adapted for holistic performance evaluation by 

integrating sustainability and risk management perspectives. 

• Success factors for integration and operation: The successful implementation and 

certification of management systems depends largely on four factors: management 

commitment, appropriate leadership styles, suitable evaluation methods and a 

continuous improvement process. 

 

The dissertation thus provides valuable insights for practice and research in order to 

capture and optimize the performance of management systems in a more holistic manner. The 

model developed by the author proposes to evaluate performance based on indicators of various 

dimensions. 

In addition to the identified indicators arising from the topics of information and cyber 

security, business continuity and sustainability, the efficiency and effectiveness of operational 

and strategic processes is a compelling perspective that must be evaluated. In this context, the 

aspects that are relevant to a specific management system topic and to the company's industry-

specific goals must also be taken into account. 

The models also included the measurement of maturity levels, including the generic 

performance of integrated and non-integrated management systems. 
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The final step was the verification of the proposed model using a quantitative analysis 

based on internal audits and related interviews. In this way, the author evaluated and compared 

approaches and methods, such as the proposed evaluation model. 

The results showed that the proposed BIST model is a valid method for evaluating the 

performance of management systems in companies, in particular due to the following points: 

1. The model connects the evaluation of the tested integrated management systems in 

different sectors with the strategic objective, as it can be used to test the promising agile 

approach, combining the FMEA methodology with agile processes such as SCRUM, 

and using the agile methodology to report the results of the evaluations in an aggregated 

manner to top management. 

2. The model is linked to the development of operational business processes based on the 

defined strategy of the organization. 

3. The model can be used to measure values from all relevant dimensions, including the 

methods and KPIs used, sustainability and the assessment of the risk management of 

companies. The BIST model proposes well-known and established methods. 

 

With this knowledge, it can be concluded that the proposed model identifies and solves 

concrete problems discovered by other authors and scientists during the daily work and 

scientific research of the author of the doctoral thesis. By applying different research 

approaches, a holistic measurement framework for evaluating performance evaluations of the 

integrated management systems examined was derived and empirically tested in the research 

project. In this work, the strategic relevance of integrated management systems and their 

evaluation was identified, since management systems combine a variety of topics from the 

operational to the strategic level. 
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